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Multithreading, richtig gemacht?
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 Threads

 Geteilte Variablen

 Thread lokale Daten

 Bedingungsvariablen

 Promise und Future

 Speichermodell

Überblick
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 Benötigt ein Arbeitspaket

und startet sofort

 Der Erzeuger des Threads 

muss sich um sein Kind 

kümmern

 auf sein Kind warten

 von seinem Kind trennen

 Nimmt die Daten per Copy 

oder Referenz an

Threads
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#include <iostream>

#include <thread>

int main(){ 

thread t( []{cout << this_thread::get_id();} );

}

Probleme
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#include <iostream>

#include <thread>

int main(){ 

thread t( []{cout << this_thread::get_id();} );

t.join();

// t.detach();

}

join oder detach
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#include <iostream>

#include <thread>

int main(){ 

thread t([]{cout << this_thread::get_id();});

thread t2([]{cout << this_thread::get_id();});  

t= std::move(t2);  

t.join();  

t2.join();

}

Probleme? 
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#include <iostream>

#include <thread>

int main(){ 

thread t([]{std::cout << this_thread::get_id();});

thread t2([]{std::cout << this_thread::get_id();}); 

t.join();  

t= std::move(t2);  

t.join();  

cout << "t2.joinable(): " << t2.joinable(); 

}

join oder detach
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class scoped_thread{  

std::thread t;

public:  

explicit scoped_thread(std::thread t_):t(std::move(t_)){    

if ( !t.joinable() ) throw std::logic_error("No thread");  

}  

~scoped_thread(){    

t.join();  

}  

scoped_thread(scoped_thread const&)= delete;  

scoped_thread& operator=(scoped_thread const &)= delete;

};

int main(){  

scoped_thread t(std::thread([]{std::cout << this_thread::get_id();}));

}

scoped_thread
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struct Sleeper{  

Sleeper(int& i_):i{i_}{};    

void operator() (int k){      

for (unsigned int j= 0; j <= 5; ++j){

this_thread::sleep_for(chrono::milliseconds(100));

i += k;      

}    

}  

private:    

int& i;

};

int main(){

int valSleeper= 1000;  

cout << "valSleeper = " << valSleeper << endl;

thread t(Sleeper(valSleeper),5);  

t.detach();  

cout << "valSleeper = " << valSleeper << endl;

}

Probleme? 
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thread t(Sleeper(valSleeper),5);  

t.join(); // instead of t.detach() 

Auswirkungen und Lösungen
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 Müssen vom geteilten

Zugriff geschützt

werden

 Atomare Variablen

 Mutexe

http://www.robinage.com/

Geteilte Variablen
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struct Worker{  

Worker(string n):name(n){};      

void operator() (){      

for (int i= 1; i <= 3; ++i){

this_thread::sleep_for(chrono::milliseconds(200));

cout << name << ": " << "Work " << i << " done !!!" << endl;      

}          

}

private:  

string name;

};

...

cout << "Boss: Let's start working.\n\n";   

thread herb= thread(Worker("Herb"));  

thread andrei= thread(Worker("  Andrei"));

thread scott= thread(Worker("    Scott"));

thread bjarne= thread(Worker("      Bjarne"));  

thread andrew= thread(Worker("        Andrew"));  

thread david= thread(Worker("          David"));    

// join all Worker

cout << "\n" << "Boss: Let's go home." << endl; 

Probleme?
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Auswirkung
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mutex coutMutex;

struct Worker{

Worker(string n):name(n){};      

void operator() (){      

for (int i= 1; i <= 3; ++i){

sleep_for(milliseconds(200));

coutMutex.lock();

cout << name << ": " << "Work " << 

i << " done !!!" << endl;

coutMutex.unlock();      

}          

}

private:  

string name;

};

std::cout ist threadsicher

Mutex
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void operator() (){      

for (int i= 1; i <= 3; ++i){

sleep_for(milliseconds(200));

coutMutex.lock();

cout << name << ": " << "Work " 

<< i << " done !!!" << endl;

coutMutex.unlock();      

}          

}

void operator() (){      

for (int i= 1; i <= 3; ++i)

sleep_for(milliseconds(200));

lock_guard<mutex>coutGuard(coutMutex);

cout << name << ": " << "Work " << i << 

" done !!!" << endl;      

}          

}

Mutex              Lock

Immer noch ein Problem? 
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struct CriticalData{  

mutex mut;

};

void lock(CriticalData& a, CriticalData& b){

lock_guard<mutex>guard1(a.mut);  

cout << "get the first mutex" << endl;

this_thread::sleep_for(chrono::milliseconds(1));

lock_guard<mutex>guard2(b.mut);  

cout << "get the second mutex" << endl;  

// do something with a and b

}

int main(){  

CriticalData c1;  

CriticalData c2;  

thread t1([&]{lock(c1,c2);});  

thread t2([&]{lock(c2,c1);});  

t1.join();  

t2.join();

}

Problem? und Auswirkung!
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void deadLock(CriticalData& a, CriticalData& b){

unique_lock<mutex>guard1(a.mut,defer_lock);  

cout << "Thread: " << get_id() <<" first mutex"<< endl; 

this_thread::sleep_for(chrono::milliseconds(1)); 

unique_lock<mutex>guard2(b.mut,defer_lock);  

cout <<"    Thread: " << get_id() <<" second mutex"<< endl;  

cout <<"        Thread: " << get_id() <<" get both mutex" << endl;

lock(guard1,guard2);  

}

unique_lock
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int main(){

std::thread t([]{

std::cout << "Still waiting ..." << std::endl;

std::lock_guard<std::mutex> lockGuard(coutMutex);

std::cout << std::this_thread::get_id() << std::endl;

}

);

{

std::lock_guard<std::mutex> lockGuard(coutMutex);

std::cout << std::this_thread::get_id() << std::endl;

t.join();

}

}

Problem? und Auswirkung
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int main(){

std::thread t([]{

std::cout << "Still waiting ..." << std::endl;

std::lock_guard<std::mutex> lockGuard(coutMutex);

std::cout << std::this_thread::get_id() << std::endl;

}

);

{

t.join();

std::lock_guard<std::mutex> lockGuard(coutMutex);

std::cout << std::this_thread::get_id() << std::endl;

}

}

join frühzeitig
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mutex myMutex;

class MySingleton{

public:  

static MySingleton& getInstance(){    

lock_guard<mutex> myLock(myMutex);      

if( !instance ) instance= new MySingleton(); 

return *instance;  

}

private:  

MySingleton();  

~MySingleton();  

MySingleton(const MySingleton&)= delete;  

MySingleton& operator=(const MySingleton&)= delete;

static MySingleton* instance;

};

MySingleton::MySingleton()= default;

MySingleton::~MySingleton()= default;

MySingleton* MySingleton::instance= nullptr;

...

MySingleton::getInstance();

Lösung, aber ...
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class MySingleton{

static mutex myMutex;

public:  

static MySingleton& getInstance(){    

if ( !instance ){      

lock_guard<mutex> myLock(myMutex);      

if( !instance ) instance= new MySingleton(); 

return *instance;  

}

}

...

instance= new MySingleton(); ist nicht atomar

Mögliche Ausführungsreihenfolge 1, 3 und 2

1. Allokiere Speicher für MySingleton

2. Erzeuge MySingleton Objekt in dem Speicher

3. Verweise instance auf das MySingleton Objekt

Double-Checked Locking Pattern
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class MySingleton{

public:  

static MySingleton& getInstance(){    

call_once(initInstanceFlag, 

&MySingleton::initSingleton);    

return *instance;  

}

private:  

...  

static once_flag initInstanceFlag;  

static void initSingleton(){    

instance= new MySingleton;  

}

};

...

once_flag MySingleton::initInstanceFlag;

class MySingleton{

public:  

static MySingleton& getInstance(){   

static MySingleton instance;    

return instance;  

}

private:

...

call_once und once_flag Meyers Singleton

Atomare Variablen

call_once oder Meyers Singleton
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 Gehören exklusiv einem Thread

 Jeder Thread hat eine eigene Referenz

 Verhalten sich wie statische Variablen

 werden bei der ersten Nutzung erzeugt

 sind an die Lebenszeit des Threads gebunden

Thread lokale Daten
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mutex coutMutex;

thread_local string s("hello from ");

void addThreadLocal(string const& s2){  

s+=s2;  

lock_guard<mutex> guard(coutMutex);  

cout << s << endl;  

cout << "&s: " << &s << endl;  

cout << endl;

}

int main(){  

thread t1(addThreadLocal,"t1");   

thread t2(addThreadLocal,"t2");   

thread t3(addThreadLocal,"t3");   

thread t4(addThreadLocal,"t4");   

t1.join(), t2.join(), t3.join(),t4.join();

}

Probleme? 
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 Ermöglicht Threads sich mit

Nachrichten zu

synchronisieren

 Ein Thread erzeugt ein

Ergebnis, auf das ein anderer

Thread wartet

 Der Producer benachrichtigt

einen oder mehrere Consumer

Bedingungsvariablen
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mutex mutex_;

condition_variable condVar;

void waitingForWork(){  

unique_lock<mutex> lck(mutex_);  

condVar.wait(lck);

}

void setDataReady(){  

condVar.notify_one();

}

int main(){  

thread t1(waitingForWork);  

thread t2(setDataReady);  

t1.join(); 

t2.join();

}

bool dataReady= false;

void waitingForWork(){  

unique_lock<mutex> lck(mutex_);  

condVar.wait(lck,[]{return dataReady;});

}

void setDataReady(){

{  

lock_guard<mutex> lck(mutex_);

dataReady=true;  

}

condVar.notify_one();

}

Spurious Wakeup

Probleme? 
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mutex mutex_;

condition_variable condVar;

void waitingForWork(){  

unique_lock<mutex> lck(mutex_);  

condVar.wait(lck,[]{return dataReady;});

}

void setDataReady(){

{  

lock_guard<mutex> lck(mutex_);

dataReady=true;  

}

condVar.notify_one();

}

...

thread t1(setDataReady);

// short time delay  

thread t2(waitingForWork);  

t1.join(), t2.join();

}

Lost Wakeup

• The condition_variable class is a 
synchronization primitive that can be used to 
block a thread, or multiple threads at the same 
time, ...

http://en.cppreference.com/w/cpp/thread/condition_variable

Problem?
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Es gibt viel zu tun.
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preparedCount.store(0);    // atomic

Worker herb("  Herb"), thread herbWork(herb);    

...

Worker david("            David"), thread davidWork(david);  

cout << "BOSS: PREPARE YOUR WORK.\n " << endl;    

unique_lock<mutex> preparedUniqueLock( preparedMutex );

worker2BossCondVariable.wait(preparedUniqueLock,[]{ return preparedCount == 6; });

startWork= true; cout << "\nBOSS: START YOUR WORK. \n" << endl;

doneCount.store(0);       // atomic

boss2WorkerCondVariable.notify_all();

unique_lock<mutex> doneUniqueLock( doneMutex ); 

worker2BossCondVariable.wait(doneUniqueLock,[]{ return doneCount == 6; });     

goHome= true;  cout << "\nBOSS: GO HOME. \n" << endl;  

boss2WorkerCondVariable.notify_all();    

// join all Worker

Boss
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struct Worker{  

Worker(string n):name(n){};    

void operator() (){      

int prepareTime= getRandomTime(500,2000);      

this_thread::sleep_for(milliseconds(prepareTime));      

preparedCount++;      

cout << name << ": " << "Work prepared after " << prepareTime << " milliseconds." << endl;    

worker2BossCondVariable.notify_one();      

{ // wait for the boss

unique_lock<mutex> startWorkLock( startWorkMutex );

boss2WorkerCondVariable.wait( startWorkLock,[]{ return startWork;});      

}

int workTime= getRandomTime(200,400);      

this_tread::sleep_for(milliseconds(workTime));      

doneCount++;      

cout << name << ": " << "Work done after " << workTime << " milliseconds." << endl; 

worker2BossCondVariable.notify_one();  

{ // wait for the boss

unique_lock<mutex> goHomeLock( goHomeMutex );

boss2WorkerCondVariable.wait( goHomeLock,[]{ return goHome;});    

}    

}

....

Verwende Tasks.

Worker
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 Sind Kanäle zwischem dem

Sender und Empfänger

 Der Producer setzt einen

Wert in dem Kanal, auf das 

der Consumer wartet

 Der Sender wird Promise 

genannt, der Empfänger

Future

Promise und Futures
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 implizit mit std::async

 explizit mit std::future und std::promise

int a= 2000;

int b= 11;

future<int> sumFuture= async([=]{ return a+b; });

sumFuture.get();   // 2011

void sum(promise<int>&& intProm, int x, int y){

intProm.set_value(x+y);

}

promise<int> sumPromise;

future<int> futRes= sumPromise.get_future();

thread sumThread(&sum, move(sumPromise),a,b);

futRes.get();      // 2011

Promise und Futures
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Es gibt viel zu tun.
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promise<void> startWorkProm;  

promise<void> goHomeProm;  

shared_future<void> startWorkFut= startWorkProm.get_future();

shared_future<void> goHomeFut= goHomeProm.get_future();  

promise<void> herbPrepared;  

future<void> waitForHerbPrepared= herbPrepared.get_future();  

promise<void> herbDone;  

future<void> waitForHerbDone= herbDone.get_future();  

Worker herb("  Herb");  

thread herbWork(herb,move(herbPrepared),startWorkFut,move(herbDone),goHomeFut);

...

cout << "BOSS: PREPARE YOUR WORK.\n " << endl;    

waitForHerbPrepared.wait(), waitForScottPrepared.wait(), waitFor ...   

cout << "\nBOSS: START YOUR WORK. \n" << endl;  

startWorkProm.set_value();    

waitForHerbDone.wait(), waitForScottDone.wait(), waitFor ... 

cout << "\nBOSS: GO HOME. \n" << endl;  

goHomeProm.set_value();    

// join all Worker

Boss
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struct Worker{

Worker(string n):name(n){};      

void operator() (promise<void>&& preparedWork, shared_future<void> boss2WorkerStartWork, 

promise<void>&& doneWork, shared_future<void>boss2WorkerGoHome ){    

int prepareTime= getRandomTime(500,2000);      

this_thread::sleep_for(milliseconds(prepareTime));      

preparedWork.set_value();      

cout << name << ": " << "Work prepared after " << prepareTime << " milliseconds." << endl;

boss2WorkerStartWork.wait();           

int workTime= getRandomTime(200,400);      

this_thread::sleep_for(milliseconds(workTime));      

doneWork.set_value();      

cout << name << ": " << "Work done after " << workTime << " milliseconds." << endl;

boss2WorkerGoHome.wait();    

}

private:  

string name;

};

Worker
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 Das Speichermodell

beschäftigt sich mit

 atomaren

Operationen

 teilweise Ordnung

von Operationen

 der sichtbare Effekt

von Operationen

Speichermodell
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int x= 0;

int y= 0;

void writing(){

x= 2000;

y= 11;

}

void reading(){

cout << "y: " << y << " ";

cout << "x: " << x << endl;

}

int main(){

thread thread1(writing);

thread thread2(reading);

thread1.join();

thread2.join();

};

y x Yes

0 0

11 0

0 2000

11 2000

Probleme? 
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int x= 0;

int y= 0;

mutex mut;

void writing(){

lock_guard<mutex> guard(mut);

x= 2000;

y= 11;

}

void reading(){

lock_guard<mutex> guard(mut)

cout << "y: " << y << " ";

cout << "x: " << x << endl;

}

...

thread thread1(writing);

thread thread2(reading);

y x Yes

0 0

11 0

0 2000

11 2000

Mutex
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volatile x= 0;

volatile y= 0;

void writing(){  

x= 2000;  

y= 11;

}

void reading(){  

cout << y << " ";  

cout << x << endl;

}

...

thread thread1(writing);  

thread thread2(reading); 

y x Yes

0 0

11 0

0 2000

11 2000

Probleme? 
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 std::atomic

 Schutz der Daten von gemeinsamen Zugriff

mehrerer Threads
 volatile

 Zugriff auf speziellen Speicher, auf dem Lesen

und Schreiben nicht optimiert werden darf

Java volatile C++ atomic==

Java versus C++
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atomic<int> x= 0;

atomic<int> y= 0;

void writing(){  

x.store(2000);  

y.store(11);

}

void reading(){  

cout << y.load() << " ";  

cout << x.load() << endl;

}

...

thread thread1(writing);  

thread thread2(reading); 

y x Yes

0 0

11 0

0 2000

11 2000

Atomare Variablen
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atomic<int> x= 0;

atomic<int> y= 0;

void writing(){  

x.store(2000,memory_order_relaxed);  

y.store(11, memory_order_release);

}

void reading(){  

cout << y.load(memory_order_acquire) << " ";  

cout << x.load(memory_order_relaxed) << endl;

}

...

thread thread1(writing);  

thread thread2(reading); 

y x Yes

0 0

11 0

0 2000

11 2000

Acquire-Release Semantik
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int x= 0;

atomic<int> y= 0;

void writing(){  

x= 2000;  

y.store(11, memory_order_release);

}

void reading(){  

cout << y.load(memory_order_acquire) << " ";  

cout << x << endl;

}

...

thread thread1(writing);  

thread thread2(reading); 

y x Yes

0 0

11 0

0 2000

11 2000

Nicht atomare Variablen
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atomic<int> x= 0;

atomic<int> y= 0;

void writing(){  

x.store(2000,memory_order_relaxed);  

y.store(11, memory_order_relaxed);

}

void reading(){  

cout << y.load(memory_order_relaxed) << " ";  

cout << x.load(memory_order_relaxed) << endl;

}

...

thread thread1(writing);  

thread thread2(reading); 

y x Yes

0 0

11 0

0 2000

11 2000

Relaxed Semantik
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class MySingleton{

static mutex myMutex;

static atomic<MySingleton*> instance;

public:  

static MySingleton* getInstance(){

MySingleton* sin= instance.load();       instance.load(memory_order_acquire); 

if ( !sin ){      

lock_guard<mutex> myLock(myMutex);      

if( !sin ){ 

sin= new MySingleton();

instance.store(sin);         instance.store(sin,memory_order_release);    

}    

}

return sin;  

}

...

Sequentially Consistent Acquire-Release

Singleton mit atomaren Variablen
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class MySingleton{

static mutex myMutex;

static std::atomic<MySingleton*> instance;

public:  

static MySingleton* getInstance(){

MySingleton* sin= instance.load(std::memory_order_relaxed); 

std::atomic_thread_fence(std::memory_order_acquire);      

if ( !sin ){      

lock_guard<mutex> myLock(myMutex);      

if( !sin ){ 

sin= new MySingleton();

std::atomic_thread_fence(std::memory_order_release);

instance.store(sin,std::memory_order_relaxed);         

}    

}

return sin;  

}

...

Acquire-Release mit Fences

Singleton mit Fences
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CppMem

Die Lösung: CppMem

http://svr-pes20-cppmem.cl.cam.ac.uk/cppmem/
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Vielen Dank!
Rainer Grimm


