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Best Practices for Concurrency

General




map<string,int> teleBook{{"Dijkstra", 1972},
{"Scott", 1976}, {"Ritchie™, 1983}},;

shared_timed_mutex teleBookMutex;
void addTeoTeleBook(const string& na, int tele){

lock_guard<shared_timed_mutex> writerLock(teleBookMutex);
cout << "\nSTARTING UPDATE " << na;

this_thread: :sleep_for{chrono: :milliseconds(500));
teleBook[na]l= tele;
cout << " ... ENDING UPDATE " << na << endl;

}

void printNumber(const string& na){
shared_lock<shared_timed_mutex> readerLock(teleBookMutex);
cout << na << ": " << teleBook[na] << endl;

Iy

> rainer: bash - Konsole <5=>

Code Reviews

thread readerl{[]{ printNumber("Scott"); 1J;
thread reader2([]{ printNumber("Ritchie™); 1);
thread wl([]{ addToTeleBook("Scott",1968); 1);
thread reader3([]{ printNumber("Dijkstra"}; });
thread readerd([]{ printNumber("Scott"); 1});
thread w2([]{ addToTeleBook("Bjarne" ,1365); }};
thread reader5([]{ printNumber("Scott"); 1});
thread reader&([]{ printNumber("Ritchie™); 1);
thread reader7([]1{ printNumber("Scott"); 1J;
thread reader8([]{ printNumber("Bjarne"); });

readerl.join(), reader2.join();
reader3.join(), readerd4.join();
reader5.join(), reader6.join();
reader7.join(), reader8.join();
wl.join(), w2.join();

cout << "\nThe new telephone book" << endl;
for {auto telelt: teleBook){

cout << telelt.first << ": " << telelt.second << endl;
Iy

Ritchie: 1983Scott: 1968

The new telephone book
Bjarne: 1965

Dijkstra: 1972
Ritchie: 1983

Scott: 1968

rainer@linux: ~> |

File Edit View Bookmarks
rainer@linux: ~> readerwriterlLock

Settings Help

Scott: 1976Dijkstra: 1872
STARTING UFPDATE Scott ... ENDING UFDATE Scott
STARTING UPDATE Bjarne ...
Ritchie: 1983Scott: 1968Scott:

ENDING UPDATE Bjarne

[;.Jl rainer : bash

1968Bjarne: 1965




Code Reviews

map<string,int> teleBook{{"Dijkstra", 1972},

" " I o S P— thread readerl{[]{ printNumber("Scott"); 1J;
Scott 1576 Ritchie 1983 1 !
{ ! bt : 3 thread reader2([]1{ printNumber("Ritchie™); 1});
Shared_t-imed_mutex teleBDOkMutex; thr'E'ad 'I.'-rl{[]'[ addTOTE].EBDGl‘{':“SEOtt"’l'j|:::}; }:';
thread reader3([]{ printNumber("Dijkstra"}; });
void addToTeleBook(const stringk na, int tele){ thread readerd([]{ printNumber("Scott"); 1});
lock_guard<shared_timed_mutex> writerLock(teleBookMutex); thread w2([]{ addToTeleBook("Bjarne",1965); 1);
cout << "\nSTARTING UPDATE " << na; - thread reader5([1{ printNumber("Scott"); }J;
e thread reader6([1{ printNumber ("Ritchie"); });
elebookinal= tele; thread reader7([]1{ printNumber("Scott"); 1J;
1 cout << " ... ENDING UPDATE " << na << endl; thread reader8([]1{ printNumber("Bjarns"); 3}J);
void printNumber(const string& na){ readerl.jojn(j, readeri.join(};
shared_lock<shared_timed_mutex> readerlock(teleBookMutex); reader3.join(), readerd.join();
cout << na << ": " << teleBook[na] << endl; reader5.join(), reader6.join();
Iy reader7.join(), reader8.join();

wl.join(), w2.join();

cout << "\nThe new telephone bock" << endl;
for {auto telelt: teleBook){

cout << telelt.first << ": " << telelt.second << endl;
Iy

rainer : bash — Konsole

File Edit View Bookmarks Settings Help

:~> readerWriterlocks

;1983
Scott ... ENDING UPDATE Scott
PDATE Bjarne ... ENDING UPDATE Bjarne

Ritchie: 1983Scott: 1968Scott: 1968Scott: 1968Dijkstra: 1972Scott: 1968

The new telephone book

Bjarne: 1965

Dijkstra: 1972

Ritchie: 1983

Scott: 1968 I

rainer@seminar:~> |

[>] rainer : bash
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= Summation of a vector with 100 000 000 elements

Minimise Sharing

constexpr long long size = 100000000;

/4 random values
std: :vector<int> randvValues;
randValues.reserve(size);

std::random_device seed;

std::mtl9937 engine(seed());

std: :uniform_int_distribution<> uniformDist(l, 1@);

for (long long 1 = 0 ; 1 < size ; ++1)
randvValues.push_back{uniformDist{engine));




o —

Minimise Sharing

» Single-threaded in two variations

unsigned long long sum {};
for (auto n: randvValues) sum += n;

const unsigned long long sum = accumulate({randValues.begin(),
randvValues.end(), G011});

File Edit View Bookmarks Settings Help
rainer@svuse:~> calculateWithStd ~

Time for addition ©.0651712 seconds
Result: 550030112
rainer@svse:~> |} -

B rainer : bash




o —

Minimise Sharing

= Four threads with a shared summation variable

void sumUp({unsigned long longk sum, const vector<int>& wal,
unsigned long long beg, unsigned long long end){
for (aute it = beg; it < end; ++it){
lock_guard<mutex> mylLock({myMutex);
sum += wval[it];

unsigned long long sum{};

thread tl(sumUp, ref(sum), ref{randValues), @, fir);

thread t2Z(sumUp, ref(sum), ref({randValues), fir, sec);
thread t3(sumUp, ref(sum), ref{randvValues), sec, thi);
thread t4(sumUp, refi{sum), ref(randvalues), thi, fou);

File Edit View Bookmarks Settings Help
rainer@suse:~> calculateWithlock ~

Time for addition 3.3389 seconds
Result: 549941505

rainer@svse:~> []

B rainer : bash
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Minimise Sharing

= Four threads with a shared, atomic summation variable

void sumUp({atomic<unsigned long long:>& sum, const vector<int»& wal,
unsigned long long beg, unsigned long long end){
for {aute it = beg; it < end; ++it){
sum += wal[it];

}

void sumUp(atomic<unsigned long long: & sum, const wvector<int:>& wval,
unsigned long long beg, unsigned long long end){
for (auto it = beg; it < end; ++it){
sum.fetch_add{wval[it], memory_order_relaxed);
}

File Edit View Bookmarks Settings Help
rainer@suse:~> calculateWithAtomic ~

sum.is_lock free(): true

Time for addition 1.33837 seconds
Result: 549992025

Time for addition 1.34625 seconds
Result: 549992025

rainer@svuse:~> i o

[ | rainer : bash
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Minimise Sharing

= Four threads with a local summation variable

void sumUp({unsigned long longf& sum, const vector<int:& wval,
unsigned long long beg, unsigned long long end){
unsigned long long tmpSum{};
for (auto 1 = beg; 1 < end; ++1){
tmpSum += val[i];
}
lock_guard<mutex> lockGuard{myMutex);
sum += tmpSum;

File Edit View Bookmarks Settings Help
rainer@suse:~> localVariable ~

Time for addition @.0284271 seconds

1
- Result: 549996948
- . . rainer : bash

rainer@svuse:~> | 9
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Minimise Sharing

= Results

Single- 4 threads 4 threads with an | 4 threads with a
threaded with a lock | atomic local variable

0.07 sec 3.34 sec 1.34 sec 0.03 sec

All Fine?




o

Minimise Sharing

= CPU Utilisation

Gesamtlast
100%

= L L L

0%
@ CPU L :54,5% ® CPU 2: 0,0% ® CPU 3: 0,0% @& CPU 4:182%

—




Minimise Sharing

= Memory Wall

L2 Cache L2 Cache

—

RAM

- » The RAM is the bottleneck.
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Minimise Waiting (Amdahl’s Law)

1
1 —p

p: Parallele Code

| p=0.5#2




Minimise Waiting (Amdahl‘s Law)

Amdahl's Law
20 “—_________________'_____—___::;;—__ —_—T
//
18 //
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256
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By Daniels220 at English Wikipedia, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=6678551




Use Code Analysis Tools (ThreadSanitizer)

Thread Sanitizer detects data races at runtime.

= Memory and performance overhead: 10x
= Available since GCC 4.8 and Clang 3.2

gt+ conditionVariablePingPong.cpp —-fsanitize=thread -g

—0 conditionVariablePingPong -pthread

———



Use Code Analysis Tools (ThreadSanitizer)

void setFalse(){

»whﬂe(counter < COUNTLIMIT){

bool dataReady= false; std: :unique_lock<std: :mutex> lck(mutex_);
condVar2.wait(lck,[]{return dataReady == true;});
std: :mutex mutex_; dataReady= false;
std: :condition_variable condVarl,; std: :cout << dataReady << std::endl;
std: :condition_variable condVarz; / condvarl.notify_one();
int counter=0; /
int COUNTLIMIT=50; / /}
void setTrue(){ / int mainQ{
while(counter <= COUNTLIMIT){ ‘ﬂ"" std::cout << std::boolalpha << std::endl;
std: :unique_lock<std: :mutex> lck ex_); ‘ std::cout << "Begin: " << dataReady << std::endl;
condVarl.wait(lck,[]1{return da eady == false;});
dataReady= true; std: :thread tli{setTrue);
»+—c0unter; std: :thread t2(setFalse);
std::cout << dataReady std: :endl; o
condvar2.notify_one(); tl.join();
t2.join();
v ¥ dataReady= false;

std::cout << "End: " << dataReady << std::endl;

std: :cout << std::endl;




Use Code Analysis Tools (ThreadSanitizer)

File Edit View Bookmarks Settings Help

Begin: false
true

3 Sanitizer:
Read of size 4 a X ¥
#0 setFalse() /home/rainer/conditionVariablePingPong.cpp:38 (conditionVariablePingPong+0x000800401818)

#1 voild std::_Bind_simple=void (*()){)>::_M_invoke=>(std::_Index_tuple=>) fusr/include/c++/6/functional:1480
#2 std::_Bind_simple=void (*{))()>::operator()}() fusr/include/c++/6/functional:1389 (conditionVariablePingPon
#3 std::thread::_State_implestd::_Bind_simple=void (*())()= =::_M_run() Jusr/include/c++/6/thread:196 (condit
#4 <nulls =null> (libstdc++.50.6+0x0000000c22de)

data race

Previous write of size 4 at 0x000000604350 by thread Tl (mutexes: write M11l):
#0 setTrue() /home/rainer/conditionVariablePingPong.cpp:21 (conditionVariablePingPong+0x00008048173d)
#1 void std::_Bind_simple<void (*())({)=::_M_invoke<>(std::_Index_tuple<=) fusr/include/c++/6/functional:1480
#2 std::_Bind_simple<void (*())()=::operator()() Jfusr/include/c++/6/functional:1389 (conditionVariablePingPon
#3 std::thread::_State_implestd::_Bind_simple<void (*())}()= =:: _M_run() Jusr/include/c++/6/thread:196 (condit
#4 <null> =null> (Llibstdc++.s50.6+0x00000008c22de)

#0 pthread_mutex_lock =null> (Llibtsan.so.0+0x000000803bcaf)

#1 __gthread_mutex_lock Jusr/include/c++/6/x86_64-suse-linux/bits/gthr-default.h:748 (conditionVariablePingPo
#2 std::mutex::lock() Jfusr/include/c++/6/bits/std_mutex.h:183 (conditionVariablePingPong+0x000000401bed)

#3 std::unigue_lock=std: :mutex=>::lock() /fusr/include/c++/6/bits/std_mutex.h:267 (conditionVariablePingPong+®x
#4 std::unigue_lock=std: :mutex=::unigue_lock(std::mutex&) /fusr/include/c++/6/bits/std_mutex.h:197 (conditionV
#5 setTrue() shome/rainer/conditionVariablePingPong.cpp:18 (conditionVariablePingPong+0x000000401614)

#6 vold std::_Bind_simple=void (*()){)=::_M_invoke<>({std::_Index_tuple==) fusr/include/c++/6/functional:1400
#7 std::_Bind_simple=void (*({))()=::operator()}() susr/include/c++/6/Ffunctional:1389 (conditionVariablePingPon
#8 std::thread::_State_impl<estd::_Bind_simple=void (*())()= =::_M_run() susr/include/c++/6/thread:196 (condit
#9 =null= =null> (libstdc++.s50.6+0x0000000c22de)

#0 pthread_create <null> (libtsan.so.0+0xB0000002b740)

#1 std::thread::_M_start_thread(std::unique_ptr<std::thread::_State, std::default_delete<std::thread::_State>
#2 main /home/rainer/conditionVariablePingPong.cpp:49 (conditionVariablePingPong+@x00800840197c)

#0 pthread_create <null> (libtsan.so.0+0xB0000002b740)

#1 std::thread::_M_start_thread(std::unique_ptr=<std::thread::_State, std::default_delete<std::thread::_State>

ingPong.cpp:48 (conditionVariablePingPong+@x00000040196b) | |

SUMMARY : Threadsanitizer: data race /home/raigpr/conditionVariablePingPong.cpp:38 in setFalse()

false
true
false
true
false ~

rainer : bash




CppMem: Interactive C/C++ memory model

Model
standard @ preferred ' release_acquire  tot “ relaxed_only
Program
examples/Paper V|data racec v

@ C ' Execution
|// a data race (dr)
nain ()

x=2;

N

| reset help 2 executions; 1 consistent, not race free

Computed executions

Display Relations
Msb [(Jasw [Jdd Cled
Mrf Mmo Msc Mlo
[Jhb Clvse [Jithb Msw Clrs Clhrs Mdob Clcad
Munsequenced_races Mdata_races
Display Layout
'dot O neato_par @ neato_par_init O neato_downwards

[tex -
Ledxl display options |

Use Code Analysis Tools (CppMem)

Execution candidate no. 2 of 2
3 l previous consistent ] previous candidate l next candidate next consistent |2 |fgolo

Model Predicates

nsistent_race_free_ execution = false

consistent_execution = true
ptions = true

= true
= true
= true
= true
= true
= true
= true
= true
= true
= true
= true
= true
= true
= true
i = true

(ARERNRY QR R QR QR RS

are present
are absent
: are absent

aWna x=2

sw rf,sw
4 b:Wna x=3 ¢:Rna x=2

sb
d:Wna y=0

Files: out exc, out dot, out.dsp, out tex




Use Code Analysis Tools (CppMem)

int x = 0, std::atomic<int> y{0};

vold writing () {
x = 2000;
y.store(1ll, std::memory order release);

vold reading () {
std::cout << y.load(std::memory order acquire) << " ";

std: :cout << x << std::endl;

std::thread threadl (writing);
std::thread thread2 (reading) ;

. threadl.join (), thread2.join();




o —

Use Code Analysis Tools (CppMem)

int x = 0, atomic int y = 0;

{{{ {
x = 2000;

y.store(ll, memory order release);
}
A
y.load (memory order acquire);
Xy

}

I8

d:Wrel y=11 f:Rna x=0
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Use Immutable Data

Data Race: At least two threads access a shared variable
at the same time. At least on thread tries to modify it.

Mutable?
 No | Yes
m OK Ok

Yes OK Data
Race

Shared?
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Use Immutable Data

Remaining Problem: initialise the data thread-safe

3. call onceand once flag

1. Early initialisation void onlyOnceFunc () { .... };

const int val = 2011; once flag onceFlag;

thread tl([l&val]{ .... }; wvoid func(){ .... call once(onceFlag,
thread t2([&vall{ .... }; onlyOnceFunc); .... }

thread t3{ func };
thread t4{ func };

2. Constant expressions 4. Static variables in a scope
constexpr auto doub = 5.1; wvoid func () {

static int val = 2011;
}

thread t5{ func() };
‘ thread to6{ func() };




Use Pure Functions .

Pure Functions

Produce always the same result when given the same arguments
Have no side effect
Don't change the global state of the program

Added Value

= Easier to make correctness proofs
» Refactoring and testing is easier
= Results from previous function calls can be memorised

= The function invocations can automatically be reordered or
parallelised.

—




Use Pure Functions l

= Function

int powFunc(int m, int n) {
i1f (n == 0) return 1;
return m * powFunc(m, n-1);

=  Metafunction

template<int m, int n>
struct PowMeta({

static int const value = m * PowMeta<m, n-1>::value;
} 7

template<int m>
struct PowMeta<m, 0>{
static int const value = 1;

- b




Use Pure Functions

» constexpr Function
» almost pure functions

constexpr int powConst (int m, int n) {
int r = 1;
for(int k = 1; k <= n; ++k) r *= m;
return r;

auto res = powConst (2, 10);
auto res = PowMeta<2, 10>::value;
constexpr auto res = powConst (2, 10);

————




Best Practices for Concurrency

Multithreading

—
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Use Tasks instead of Threads

Threads Tasks

int res; auto fut = async([]{ return 3 + 4; });

thread t([&]{ res = 3 + 4; });

cout << fut.get () << endl;
t.join();

cout << res << endl;

Parties Involved creator thread and child promise and future
thread
Communication shared variable communication channel
Thread Creation obligatory optional
Synchronisation join call blocks get call blocks
Exception in Child creator thread and child return value of the promise
thread die
Forms of Communication values values, notifications, and exceptions

—



o —

Use Tasks instead of Threads

C++20/23: Extend futures will support composition

= then: Execute the future if the previous future is done
= when_any: Execute the future if any of the previous future is done

= when all: Execute the future if all of the previous futures are done




Don't use Fire and Forget Futures

* The future created by std: :async blocks until ist
associated promise is done.

#include <iostream>
#include <future>
int main() {

std::cout << std::endl;

std::async ([]{ std::cout << "fire and forget" << std::endl;
std::cout << "main done " << std::endl;

=) No join or detach call is required.
The asynchronous job is done synchronously.

————

});




int main () {

std::async (std::launch::async, []{

Don't use Fire and Forget Futures

std::this thread::sleep for(std::chrono::seconds(2));

std::cout << "first thread" << std::endl;

});

std::async (std::launch::async, []{

std::this thread::sleep for(std::chrono::seconds(1l));

std: :cout << "second thread" << std::endl;}

) ;

std::cout << "main thread" << std::endl;

-

Bl Administrator Developer-Eingabeaufforderung fur V52015

C:NUsers\grimm>blocking. exe

first thread
second thread
main thread

C:\Users\grimm>

L
‘




Don't use Fire and Forget Futures

int main () {

auto first = std::async(std::launch::async, []{
std::this thread::sleep for(std::chrono::seconds(2));
std::cout << "first thread" << std::endl;

b))

auto second = std::async(std::launch::async, []{
std::this thread::sleep for(std::chrono::seconds(1l));
std::cout << "second thread" << std::endl;}

) ;

std::cout << "main thread" << std::endl;

BE¥ Administrator Developer-Eingabeaufforderung fir V52015 | o | = |ﬁ]

C:NUsers\grimm>notBlocking.exe »

first thread

C:\Users\grimm>

L
‘ -
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std::jJjthread

Problem: std: :thread throws std: :terminate Inits
destructor if still joinable.

std::thread t{[]{ std::cout << "New thread"; }};

std::cout << "t.joinable(): " << t.joinable();

rainer : bash — Konsole

File Edit View Bookmarks Settings Help
rainer@seminar:~> thread
t.joinable(): true

terminate called without an active exception I

Aborted (core dumped)
rainer@seminar:~> |}

a rainer : bash

—




o

Solution: std: : jthread (C++20) joins automatically at
the end of its scope.

std::jJjthread

std::jthread t{[]{ std::cout << "New thread"; }};
std::cout << "t.joinable(): " << t.joinable();

rainer : bash — Konsole v 9

File Edit View Bookmarks Settings Help

rainer@seminar:~> jthread

t.joinable(): true
New thread

rainer@seminar:~> |
ud rainer : bash

—
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Cooperative Interruption of std: : jthread

» |[nstances of std: :jthread can be interrupted

Receilver

= EXxplicit check:
* is interrupted: yields, when an interrupt was signalled
= wait variations with predicate of std: :condition variable

Sender

* interrupt: signals an interrupt (and returns whether an interrupt
was signaled before)

———



Cooperative Interruption of std: : jthread

int counter{0}; itoken) {

while (counter < 10) { int counter{0};

this thread::sleep for(0.2s); while (counter < 10){

cerr << "nonInterruptable: " this thread::sleep for(0.2s);

<< counter << endl: if (itoken.is_interrupted())

cerr << "interruptable: "
++counter; B
<< counter << endl;

++counter;

this thread::sleep for(ls);
cerr << endl;

cerr << "Main thread interrupts both jthreads" << endl;

nonInterruptable.interrupt() ;

o —

Jthread nonInterruptable([]{ jthread interruptable([] (interrupt token

return;




Cooperative Interruption of std: : jthread

raE;__\er : bash — Konsole v A 9

File Edit View Bookmarks Settings Help
rainer@seminar:~> interruptJthread -

interruptable: 0
nonInterruptable: 0
interruptable: 1
nonInterruptable: 1
interruptable: 2
nonInterruptable: 2
interruptable: 3
nonInterruptable: 3

Main thread interrupts both jthreads

nonInterruptable: 4
nonInterruptable: 5
nonInterruptable: 6
nonInterruptable: 7
nonInterruptable: 8
nonInterruptable: 9
rainer@seminar:~> |

| rainer : bash

—




Use Tasks instead of Condition Variables l

Thread 1 Thread 2

{ {

ready = true; condVar.wait (lck, []{ return ready; });
} }
' ()7

condVar.notify one

prom.set_value(); NN fut.wait();
Criteria Condition Variable Tasks

Critical Region
Spurious Wakeup Yes No
Lost Wakeup Yes No

. Repeatedly Synchronisation Yes No
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Condition Variables are hard to use

Save Variant Wrong Opimisation

std::atomic<bool> ready{false};

lock guard<mutex> lck (mut); ready = true;

| ready = true; I Condvar.notify one ()

condVar.notify one();

unique lock<mutex>1ck (mut) ; ,
- unique lock<mutex>lck (mut) ;

condVar.wait (1lck, []{ return ready; }); .
condVar.wait(lck, []{ return ready;

})

————




| —

Condition Variables are hard to use

Wrong Opimisation Wrong Opimisation

std::atomic<bool> ready{false};

std::unique lock<std::mutex> lck (mut);
while ( ![]{ return dataReady.load(); 1} ()

\I{
// time window

condVar.wait (1lck) ;

ready = true;

condVar.notify one();

» Condition variables are synchronisation mechanism at the same time.

————
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Pack Mutexes into Locks

No Release of the lock
" std::mutex " std::lock guard

mutex m;

{

mutex m;

lock guard<mutex> myLock (m) ;

m.lock () ;
shaVar = getVar();

shaVar = getVar () ;

m.unlock () ;

————




o —

Minimal Locking

Minimal locking or
Never call unknown code while holding a

lock
" std::lock guard " std::lock guard
mutex m; mutex m;
{ auto localVar = getVar() ;

lock guard<mutex> myLock (m); {

shaVar = getVvar () ; lock guard<mutex> myLock (m) ;

} shaVar = localVar;

————
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Pack Mutexes Iinto Locks

Locking of the mutexes Is different order




o —

Pack Mutexes into Locks

Atomic lock of the mutex

" std::unique lock

{
unique lock<mutex> guardl (mutl, defer lock);
unique lock<mutex> guardl (mut2, defer lock);

lock (guardl, guard?);
}

= std::scoped lock (C++17)

{
std: :scoped lock (mutl, mut2);

—




Best Practices for Concurrency

Memory Model

—
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Guide to Threaded Coding

Don't Program lock-free

1. Forget what you learned in Kindergarten
(ie stop Sharing)

. Use Locks

. Measure (\ge‘

. Measure Vo

. Change your Algorithm '\0(\\‘

. GOTO 1

o

oML WN

- =_ Lock-free
Lock-Free Programming
Lock-free coding is the last thing you want to do.
Herb Sutter

m Writing lock-free programs is hard Fedor Pikus
Safety: off . )
How not to shoot yourself in the foot with C++ atomics m Writing correct lock-free programs is even harder

The ugly side of weakly ordered atomics

Extreme complexity. . 36““\
¢ The rules are not obvious. \'\3“5

s They're often downright surprising.

¢ And not even well understood.

¢ The committee still hasn't figured out how to define memory_order_relaxed.
... and I'm not even going to talk about memory_order_consume.

The specification of release-consume ordering is being revised, and the use of memory_order_consume is

temporarily discouraged.

[since C++17)
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Don't Program lock-free: ABA




o

Don't Program lock-free: ABA

A lock-free, singly linked list (stack)
2-EN- EN- K

= Thread 1 = Thread 2
= wants to remove A = removes A

= stores
TOP » “ » -
" head =A —
= next=B = removes B and deletes B

o

» pushes A back

K2+ N I

= checksifA == head
= make B to the new head

= B s already deleted by
Thread 2

—
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Use Proven Patterns

Wait with sequentiel consistency

std::vector<int> mySharedWork; int main(){
std::atomic<bool> dataReady(false);
std::thread t1(waitingForWork);

void waitingForWork(){ std::thread t2(setDataReady);
while ( !dataReady.load() ){ tl1.join();
std::this_thread::sleep_for(5ms); t2.join();
} for (auto v: mySharedWork){
mySharedWork[1] = 2; std::cout<<v<<"" 1123
}
3

void setDataReady(){
mySharedWork = {1, 0, 3};
dataReady.store(true);

}

————
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Use Proven Patterns

Wait with acquire-release semantic

std::vector<int> mySharedWork; int main(){
std::atomic<bool> dataReady(false);
std::thread t1(waitingForWork);

void waitingForWork(){ std::thread t2(setDataReady);
while ( !dataReady.load(std::memory_order_acquire) ){ tl1.join();
std::this_thread::sleep_for(5ms); t2.join();
} for (auto v: mySharedWork){
mySharedWork[1] = 2; std::cout<<v<<"" 1123
}
3

void setDataReady(){
mySharedWork = {1, 0, 3};
dataReady.store(true, std::memory_order_release);

}

————




o —

Use Proven Patterns

Atomic counter

int main () {

std: :vector<std::thread> v;

#include <vector> for (int n = 0; n < 10; ++n) {

#include <iostream> v.emplace back(add);

#include <thread> }

#include<atomic> for (auto& t : v) { t.join(); }
std::cout << count; // 10000

std::atomic<int> count{0}; }

void add() {
for (int n = 0; n < 1000, ++n) {

count.fetch add(l, std::memory order relaxed);

————




Don't Reinvent the Wheel

- Boost.Lockfree

CDS (Concurrent Data Structures)

—



http://www.boost.org/doc/libs/1_66_0/doc/html/lockfree.html
http://libcds.sourceforge.net/

o —

Don't Reinvent the Wheel

= Boost.Lockfree

= Queue
= A lock-free multi-producer/multi-consumer queue

= Stack
= A lock-free multi-producer/multi-consumer stack

= SpsSC_gueue
= A wait-free single-producer/single-consumer queue (ringbuffer)

———



o —

Don't Reinvent the Wheel

= Concurrent Data Structures (CDS)
= Contains a lot of containers

= Stacks (lock-free)

= Queues and Priority-Queues (lock-free)

* Ordered lists

* Ordered sets and maps (lock-free and lock-based)

= Unordered sets and maps (lock-free and lock-based)

———



Best Practices for Concurrency

General

Multithreading

Memory Model
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